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1 REQUIRED JAVA VERSION

1.1 GENERAL INFORMATION

The current version of ASYCUDA implemented by HM Customs Gibraltar requires on the client side any
version of Java SE Runtime Environment version greater than 1.7 update 95 and less than 1.8 last update
(update 333 is the last update when this document has been drafted). We highly recommend the
installation of last Java 1.8 update.

1.2 DOWNLOADING JAVA SE RUNTIME ENVIRONMENT
You have to carry out the following steps:

1. Verify the architecture of your MS Windows PC. Use the procedures described here
http://support.microsoft.com/kb/827218

2. Consider to download the Java version corresponding to your system architecture: 32-bit or 64-bit
operating system (we recommend 64-bit architecture and at least 8GB of RAM).

3. Access in your browser https://java.com/en/download/manual.jsp and download the
corresponding to your Operating System architecture package like in the following picture:
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4. Download and store the installation package on your local hard disk.
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1.3 INSTALL JAVA PACKAGE

Run the java installation package stored at the location mentioned in step 1.2

* [ This PC [ | & jre-Bu333-windows-x6d.e - nAinEr2022 08:57 Application 85,021 KB ]
> B Deskiop s Lo e
> = Documents Open Enter
> | Downloads % Run as administrator
> ) Music £ Pin to Start
> A Pictures £ Compress to ZIP file
> [ Videos Copy as path
> B 05(C) Properties Alt+Enter
> wem Mew Volume (E:) & OneDive 5
& Network © Share with Skype
B winraR >
£7 Show more options sShift+F10

And follow the procedure in the installation wizard.

2 CLEAR THE JAVA CACHE

2.1 GENERAL INFORMATION

When your ASYCUDA Client software components are not automatically updated from the ASYCUDA Web
portal with the last versions and patches you may need to do it manually by forcing the download of the

full ASYCUDA client components.
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For that carry out the following steps:

1. Launch the Java Control Panel by using the instructions in
https://www.java.com/en/download/help/win_controlpanel.html or
https://www.javatpoint.com/how-to-open-java-control-panel

2. Select the General tab and press the Settings... button

- R
| £ Java Control Panel - x

{Generalilupdate Java Security Advanced

About

View version intwepation about Java Control Panel,

About...

Metwork Settings

Metwork settings are used when makmg Internet connections. By default, Java will use the network
settings in your web browser, Only advahsgd users should modify these settings.

Metwork Settings. ..

Temporary Internet Files

Files you use in Java applications are stored in a spedal foldeMgr quick execution later. Only

advanced users should delete files or modify these settings.
View...

Java in the browser is enabled.
See the Security tab

Cancel Apply

3. Inthe Temporary Files Settings press Delete Files... button

-
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Temporary Files Settings >

B Keep temporary files on my computer,

Location
Select the location where temporary files are kept:
I-5IMAM-PC1\AppDataiLocallowsunJava\Deploymenticache Change...

Disk Space
Select the compression level for JAR files: Mone e

Set the amount of disk space for storing temporary files:

l' 32768+ MB
___{ [ DeleteFies... | Restore Defaults
oK Cancel

4. Inthe Delete Files and Applications check all options including “Installed Applications and Applets”
and then press button OK

/ \‘x Delete the following files?

—_

.
- —

B Trace and Log Files
B Cached Applications and Applets

| B Installed Applications and Applets

Cancel

5. Wait until the operation finishes and the window “Temporary Files Settings” is displayed then press
OK button
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Termporary Files Settings et

B Keep temporary files on my computer.

{ Location
Select the location where temparary files are kept:

I-SIMAN-PC 1\AppDataiLocallowsunVava\Deploymenticache Change...

! Disk Space
Select the compression level for JAR files: Mone "

| Set the amount of disk space for storing temporary files:

| ' 32758 -5 MB
| DeleteFiles... | Restore Defaults
oK Cancel

6. On the Java Control Panel window in the General tab press OK button.

r

E

General Update Java Security Advanced

About
View version information about Java Control Panel,

About...
Metwork Settings

Metwork settings are used when making Internet connections. By default, Java will use the network
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings...
Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...

Java in the browser is enabled.
See the Security tab

Cancel Apply
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7. Download a fresh installation of the ASYCUDA client by accessing the HM Customs portal on
www.hmcustoms .gov.gi and “ICIS Environment” hyperlink (the following screenshots are taken
from Goggle Chrome Internet Browser).

© HM Customs Gibraltar x W

< cC 0

1 Apps (@ HM Government of.

@ Welcome to VMwaM Trade Tariff: look up.. @ Develop [J8 (HMC) Siman, Paul.. & HM Customs Gibral.. & Laws of Gibraltar~.. [B Radio Swiss Classic.. AL Time. Prediction be.. J Bookmarks @

HM CUSTOMS
Gibraltar

M Vessel Pre-arrival Notifications

@ Log In (for Vessel Pre-arrival Notification)

8 Log in to Payment Gateway

~ ASYCUDA World [

SASYCUDA
WORLD

ICIS Environment

I
-
[TESTING & TRAINING

Click here for details
. Tactinn & Trainina

© PROJECT SERVATOR

8. Download the ASYCUDAWorld.jnlp Java Web Start configuration file and store it in a location on
your local PC.
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A i s This.. * Downloads ~ &) O Search Downloads

Organize = Mew folder = - a
Mame v Date modified Type
~ [l This PC
Mo itemns match your search,
> G Desktop )

S

—| Documents

. i Downloads

¥ ﬂ Music

» P Pictures

¥ uh‘idens
5 e 05 (C3)

»  om Mew Volume (B

File r'lan[a: | ASYCUDAWorld.jnlp -
Save as type:  INLP File (*jnlp) v
 Hide Folders Save ] Cancel

9. The ASYCUDAWorld.jnlp file will be downloaded and a shortcut to it will be displayed in the lower
left corner of your Internet browser desktop. By pressing that shortcut, the ASYCUDA client
components download will be launched:

|
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@ Gibraltar

» Online Services
m » Single Window

10. The successful download of the ASYCUDA client is done by displaying the ASYCUDA login screen:

w ASYCUDAWorld - X 1

Lognname [ ]

TLS_DHE_DSS_WITH_AES 258 GCM_SHAZ24

3 CHECK THE SECURITY SETTINGS

3.1 GENERAL INFORMATION

With the new security constraints enforced by the last versions of Java Standard Edition Runtime
Environment you must recheck the security settings on your Java client environment in order to be sure
that they are in respect with the corresponding settings on ASYCUDA servers

For that you need to check the following

3.2 CHECK THE FILE “JAVA.SECURITY”

1. The file must exist in subfolder “C:\Program Files\Java\jre1.8.0_nnn\lib\security (or "C:\Program
Files\Java\jre-1.8\lib\security") with the given name, i.e. “java.security” (nnn is the Java 1.8 update
version).

2. Edit the file java.security and check if the variable jdk.tls.disabledAlgorithms has the following value
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jdk.tls.disabledAlgorithms=SSLv3, TLSvl, TLSvl.1l, RC4, DES, MD5withRSA, \
DH keySize < 1024, EC keySize < 224, 3DES EDE CBC, anon, NULL, \
include jdk.disabled.namedCurves

3. Save any changes you apply to the file.

3.3 CHECK THE ADVANCED SECURITY SETTINGS
1. Open the Java Control Panel as described in paragraph 2.1
2. Select Advanced tab and go on Advanced Security Settings section:

[£:| Java Control Panel - X

General Update Java Security| Advanced

----- 0 Al certificates in the chain of trust

----- () Do not check {(not recommended)

heck for signed code certificate revocation using
----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol (OCSF)
----- Q) Both CRLs and OCSF

Perform TLS certificate revocation checks on

----- () Server certificate only

----- 0 all certificates in the chain of trust

----- () Do not chedk {not recommended)

Chedk for TLS certificate revocation using

----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol {OCSP)

[

dvanced Security Settings
----- [_J Enable the operatng system's restricted environment {native sandbox)
----- B Use certificates and keys in browser keystore

----- B Enable blacklist revocation check

----- B Enable caching password for authentication

----- [ ] Use 55L 2.0 compatible ClientHello format

----- B Use TLS 1.1

----- B UseTL5 1.2

----- B UseTL5 1.3

Miscellaneous
e [ ] Store user settings in the roaming profile

Cancel Apply
r

-
3. Uncheck Use TLS 1.0 and Use TLS 1.1 and check Use TLS 1.2, Use TLS 1.3 as allowed encryption
protocols and then press Apply button.

-
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(£ Java Control Panel - X

General Update Java Security Advanced
- () Do not check {not recommended)

Check for signed code certificate revocation using

----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol {OCSF)

----- Q) Both CRLs and OCSP

Perform TLS certificate revocation checks on

----- () Server certificate only

----- Q) Al certificates in the chain of trust

----- () Do not check (not recommended)

Chedk for TLS certificate revocation using

----- () Certificate Revocation Lists (CRLs)

----- () Online Certificate Status Protocol {OCSF)

----- Q) Both CRLs and OCSP

dvanced Security Settings

----- [ ] Enable the operating system's restricted environment {native sandbox)

----- B Use certificates and keys in browser keystore

----- B Enable blacklist revocation check

----- B Enable caching password for authentication

----- B Use 551 2.0 compatible ClientHello format

----- [JUseTLS 1.0

----- [JUseTLS 1.1

----- B UseTLs 1.2

----- B UseTLS 1.3

Miscellaneous

----- [ ] Store user settings in the roaming profile

----- C] Flace Java icon in system tray

I=

Cancel Apply

4, Press OK and the Java Control Panel window.
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[£:| Java Control Panel - X

General Update Java Security Adwvanced

Debugaing

----- [ Enable tracing

----- [ Enable logging

----- [] Show applet lifecyde exceptions
Java console

----- Q) Show console

----- () Hide consale

----- () Do not start consale
efault Java for browsers
----- Microsoft Internet Explorer
----- B Mozilla family
Shortout Creation

----- () Always allow

----- Q) Ask user if untrusted
----- () Always ask user

----- () Mever allow

MLP File/MIME Assocation
----- () Always allow

----- 0 Prompt user

----- () Never allow
pplication Installation

2

[}

=

Execution Environment Security Settings

Cancel Apply

4 UNINSTALL ALL JAVA VERSIONS

4.1 GENERAL INFORMATION
When a Java misconfiguration is supposed to produce unexpected errors, a good practice is to uninstall the
versions installed on your PC and to do a fresh reinstallation.

For that you need to go through the following steps:

1. Access in your browser the Java Uninstall Tool on
https://www.java.com/en/download/uninstalltool.jsp
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:_E_Ej I a Va"’ Download

Help  Developers

e Uninstall Java Versions
» What is Java?

» Troubleshoot Java

» Instructions for
Uninstalling_Java

» Request Uninstall Help
» Other Help

Q This application will check for Java versions on your computer.

Qut-of-date versions of Java on your computer may present a serious security risk. If out-of-date
versions are found, this tool will help you remowve them.

Meore information

Having trouble removing . R . .
e Close applications and other browser windows, and make sure there are no other installations
Java? pending, before continuing.

If you are experiencing

issues while uninstalling | Agree to the Terms and
Java, pleaze zee the Java Want to Continue
uninstall instructions. If you

are still having trouble
uninstalling out-of-date
versions of Java, you can
request further uninstall

View our license terms

help. UAC {User Account Control) dialogs As removing Java from your computer reguires administrative
permissions, when the application is started, Windows might trigger a warning requesting permission to run
as an administrator. More info
» Leam more about the Java Uninstall tool
» Downloading_and running the tool
Select Language | About Java | Support | Developers | Feedback ORACLE

Privacy | Cookie Preferences | Terms of Use | Trademarks | Disclaimer

2. Pressthe button “l agree to the Terms and Want to Continue” to download the
“JavaUninstallTool.exe” utility.

@ Savehs *

M~ i > This... » Downloads e @] C Search Downloads

Il
L]

Organize * Mew folder

0
Name Date mod ifi;cl Type
~ [ This PC
~ Today (1) !

| & jre-Bu333-windows-x64.exe Applicaticy
» & Documents f

i
> i Downloads I

> @) Music |

» PN Pictures

> [l Desktop

> B Videos
5w 05(CY

5 wem Mew Volume (E

[ File name: | JavaUninstallTool.exe I -

Save astype: Application (*.exe) ~

~ Hide Folders Cancel
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3. After downloading the file press the shortcut to it in the down left corner of your Internet browser
desktop to launch the procedure.

5 CLEAR THE ASYCUDA CLIENT CACHE

5.1 GENERAL INFORMATION
ASYCUDA client keeps some information about the configuration of the client, reference tables
(nomenclatures) used, etc. in a storage area on each PC and for each Windows user created on the

Operating System.

The location where the ASYCUDA client cache is stored can be accessed through the Windows environment
variable %USERPROFILE%. The directory pointed at with the environment variable %USERPROFILE% stores
personal data of a specific user. The value of %USERPROFILE% usually is c:\Users\username (username
being lowercase of %username%)

The clear the ASYCUDA cache (called SOClass cache, SOClass being the application server where ASYCUDA is
plugged in) you have to:

1. Logout from ASYCUDA client.
2. Access your Windows File Explorer.
3. Inthe Address Bar type %userprofile% and press enter.

-
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i Downloads

@ Mew - Tl sort - = View - “as
p—
“ |k Puserprofile®
Mame Date modified
w Cuick access
B Desktop »

i Downloads »

= Documents &

P9 Pictures »
20220430_JR_Medi
20220505_GM_Hov
HowTos

t&it

V@ Onelrive - Personal
3 5 Attachments
% . Desktop
» - Documents
¥ o Pictures

¥ 2 Tlickets

V - This PC
» @l Desktop
» & Documents

> i Downloads

4. You will be redirected to the connected to MS Windows user’s profile folder (A typical path is
C:\Users\Username)
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Paul-Anton SIMAN

@ New - T sort v Q View ~
« _— > Paul-Anton SIMAN
v Quickaccess
i Desktop * _cache _cisco decompile  .eclipse Icecream ireport lenminx m2 nbprofiler netbeans P2 50ClassCa ssh tooling
v Screen che
L Downloads  # Recorder

= Documents  #

1A Pictures #
20220430_JR_Medi
20220505_GM_How
HowTos

(13

v’ OneDrive - Personal
> 4 Attachments
> 4. Desktop
> s Documents
> s Pictures

5 470 Tickets

~ [l This PC
> @M Desktop
» o Documents
> b Downloads

> @ Music

5. Inthe user’s profile folder Identify the folder “.SOClassCache” and delete it.

VLTI (&)

<

C 8| w

Q
¢

.S0ClassCa
che

Open Enter

[N

&N

Open in new window

v7 Pin to Quick access
s~ Pin to Start

LY

Compress to ZIP file

a

Copy as path

Properties Alt+Enter

Open in Terminal

WinRAR >

Ed

Show more options Shift+F10

6. Onthe next ASYCUDA login the subfolder “.SOClassCache” will be recreated and populated with
the required data structures.
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6 DO A NEW INSTALLATION OF ASYCUDA CLIENT

6.1 GENERAL INFORMATION
In order to perform a new installation of the components required by ASYCUDA client you are advised to
carry out the following steps:

Clear the ASYCUDA Client cache (paragraph 5).

Clear the Java Cache (paragraph 2).

Uninstall all Java versions (paragraph 4).

Install the required Java version (paragraph 1).

Check the security settings (paragraph 3).

Download the ASYCUDA client following paragraph 2.1 steps 7, 8, 9, 10.

ok wnN R

7 VERIFYING THE JAVA VERSION INSTALLED ON THE CLIENT PC

7.1 GENERAL INFORMATION
Each time a recommendation to check the Java version installed on the client PC is released by the system
administrators, the following procedure can be followed:

1. Open the “Command Prompt” by using one of the methods described in
https://www.howtogeek.com/235101/10-ways-to-open-the-command-prompt-in-windows-10/

2. Type the command java — version

3. The Windows will return to you with the information about the Java version installed (the usual
display when only the JRE - Java Runtime Environment is installed is the following):

Microsoft Windows [Version 10.0.22000.739]

(c) Microsoft Corporation. All rights reserved.

C:\Program Files\Java\jdkl.8.0 333\jre\bin>java -version

java version "1.8.0 333"

Java (TM) SE Runtime Environment (build 1.8.0 333-b02)

Java HotSpot (TM) 64-Bit Server VM (build 25.333-b02, mixed mode)

C:\Program Files\Java\jdkl.8.0 333\jre\bin>

8 VERIFYING WHETHER ASYCUDA SERVER IS ACCESSIBLE FROM
YOUR NETWORK.

8.1 GENERAL INFORMATION

The ASYUCUDA server is identified in the internet through its hostname “awas.hmcustoms.gov.gi”. The
access on this hostname is allowed only through two TCP/IP ports: 2006 and 2010 each of them being used
for different functions. Mainly during the connection process the port 2006 is used.
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This can be easily observed by analysing the Java Console Log, if this option is enabled in the “Configure
Java” app (see https://www.java.com/en/download/help/javaconsole.html ), like in the following
screenshot:

defaultLocale = en US

[22-06-20 08:24:31] >>> DesktopMain.init

[22-06-20 08:24:31] Loading, please wait...

[22-06-20 08:24:31] --> Setting look and feel: System

[22-06-20 08:24:31] --> Connecting...

[22-06-20 08:24:31] hostName = "//awas.hmcustoms.gov.gi:2006/"
[22-06-20 08:24:31] >>> DesktopMain.connection

[22-06-20 08:24:32] hostName = "//awas.hmcustoms.gov.gi:2006/"
[22-06-20 08:24:32] >-> Establishing connection...

[22-06-20 08:24:33] Cache: Setting the user id: null and server id 20220201142945281
[22-06-20 08:24:33] <-< Establishing connection...

[22-06-20 08:24:33] >-> Loading client properties...

[22-06-20 08:24:33] <-< Loading client properties...

[22-06-20 08:24:33] <<< DesktopMain.connection

[22-06-20 08:24:33] --> Loading Help...

[22-06-20 08:24:33] >-> Updating language resource definition...
[22-06-20 08:24:33] <-< Updating language resource definition...

If during the login procedure you receive the following message:

Metwork problem: Server not found

|

r
i
¥
I

There are mainly three possible causes:

1. The DNS servers configured for the TCP/IP protocol on your PC cannot resolve the hostname
“awas.hmcustoms.gov.gi”, meaning that it cannot transform (resolve) the hostname to its
associated IP address. This can be tested by using the command “nslookup”
(https://docs.microsoft.com/en-us/windows-server/administration/windows-
commands/nslookup). The “normal” return from your Windows operating system must be:

C:\>nslookup
Default Server: nsl.gibtelecom.net <= Your DNS server
Address: 195.244.192.66

> awas.hmcustoms.gov.gi
Server: nsl.gibtelecom.net
Address: 195.244.192.66

Non-authoritative answer:
Name : awas.hmcustoms.gov.gi
Address: 195.244.194.3

When your Domain Server Infrastructure cannot resolve the hostname “awas.hmcustoms.gov.gi”
then the message returned by Windows will be the following

C:\>nslookup
Default Server: nsl.gibtelecom.net
Address: 195.244.192.66

> awas.hmcustoms.gov.gi
Server: nsl.gibtelecom.net
Address: 195.244.192.66
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*** nsl.gibtelecom.net can't find awas.hmcustoms.gov.gi: Non-existent domain
>

And this is the cause of why ASYCUDA client returns with “Network problem: Server not found” and
your network engineers must be contacted to fix the issue.

2. The ASYCUDA server can be accessed only from workstations having an IP address in the range of
addresses assigned to Gibraltar. If your DNS infrastructure is able to resolve the name
“awas.hmcustoms.gov.gi” but you still receive the “Server not found” message, then your IP

address may not be in the range accepted for Gibraltar.

3. The ASYCUDA server is down.

3k >k 3k 3k 3k 3k 3k %k %k 3%k 3k %k %k %k %k 3k 3k %k %k %k %k 5k %k %k %k kk %k k >k k

. ]
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